





ThreatSense.Net®

ThreatSense.Net plays an important
role in our research into new detection
technologies for capturing malware
proactively, providing you with better
protection. We recommend that

you leave the ThreatSense.Net Early
Warning System enabled.

Click Next to proceed to the next step.
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The ThreatSense. Net Eerly Warning System s the best way to help ESET protect you
as well as keep youinformed about new and evolving threats. This system can submit
new threats to ESET’s lab and provides feedback that can help protect your computer.

ThreatSense.llet Early Warning System
Set parameters for Threatsense.Net reporting

Enable ThreatSense Net Early Warning System

For mare information about the ThreatSense Net Early Warning System, and to review
our privacy statement, read the program help fe after instalation

Detection of potentially
unwanted applications

Since some potentially unwanted
applications are used legitimately, and
might not necessarily pose a security
risk, the user's consent is required to
enable detection. We recommend
selecting the Enable detection of
potentially unwanted applications
option.

Click Next to proceed to the next step.

Completing the installation

When all necessary parameters have
been configured, complete installation
by clicking the Install button. A
progress bar will display the status
afterinstallation is complete, click
Finish and ESET Smart Security will
start automatically. Since a computer
restart is not normally required, you
can continue working while ESET
Smart Security runs in the background,
protecting your computer from
malware threats.



Trusted zone setup

After the installation is complete and
anetwork connection is detected,

a dialog window prompting you to
configure a trusted zone will appear.
The window shows the local subnet
defined in your computer’s system
setup. These options only affect the
visibility of your computer in the local
network, not the Internet. There are
two access modes available:

Strict protection — Select this option
if you do not want to share files and
folders on your computer and want

your computer to be invisible to other
users on the same network. This
setting is recommended for users with
a wireless connection.

Allow sharing — Select this option

if you want to be able to share files
and folders on your computer and
want your computer to be visible to
other users on the same network. This
setting is recommended for local home
or trusted office networks.
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New network detected

Choose the protection mode of your computer in the network
Subnet: 192.168.0.0/ 25.255.255.0

Strict protection

@] Your computerwillnotbe visible to other computers

I e metwork (s, your shared folders or printerswil
ot be visible from other computers in the network)
An example of this connection type is wireless
connection.

Allow sharing
|81 1 Your computer il e visiletoother computers
= innctwork (eg. your shared folders or printers
will be visible from other computers in network).
An example of this connection type is home or
office network.

Advanced setup.
The selected mode can be changed later in the Setup section (1
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Starting ESET Smart Security

ESET Smart Security begins protecting
your computer immediately after
installation. You do not have to start
the program to activate it. However,
you may open the ESET Smart Security
main program window at any time

to check your protection status or

to perform various scanning and
maintenance tasks.

To open the ESET Smart Security main
program window, do one
of following:

* Double-click the ESET Smart Security

icon |/ located in your Windows
notification area of the taskbar (next
to the system clock).

*On the Windows taskbar click Start
> All Programs > ESET > ESET Smart
Security > ESET Smart Security

Entering Username and Password for updates

If your license expired and you received
a new username and password after
purchasing a renewal (or you did not
enter your username and password
during installation), enter the new
username and password in the update
setup window. This is vital to receive
updates and to ensure that your
computer is continually protected
against newly emerging threats.

In the left main menu of the ESET

Smart Security main program window,

select Setup and then click Username
and Password setup... on theright.

Enter the username and password
you received into the License details
window and click OK to confirm. The
username and password are case
sensitive. Enter them exactly as they
appear. Copying and pasting from the
license email is recommended.
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If you have purchased ESET Smart
Security, but did not activate it during
installation, you can do so by clicking
Update > Register. Enter your
registration key, supply all necessary
information and click Submit. Your
username and password will be
automatically entered in the Update
setup and an email containing this
authentication data will be sent to
your registration email address.

Update

By default, ESET Smart Security comes
with a predefined task to ensure
regular updates. If you have not

entered your username and password
during installation and no update has
been performed yet, we recommend
starting the update manually as
follows:

« Select Update from the main menu of
the ESET Smart Security main program
window

« Click Update virus signature
database

The update module will connect to the
Internet, contact an available ESET
update server and download digitally
signed update files. These files contain
the most recent malware signatures,
new definitions for advanced heuristics
and other program modules.

As soon as a newer update has been
installed, ESET Smart Security displays
a message in the Windows notification
area showing the version number of
theinstalled virus signature database.
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Computer scanning

Afterinstalling and updating ESET
Smart Security, we recommend that
you perform a complete computer scan
for threats. To do this, click Computer
scan from the main menu and select
Smart scan. All local hard drives will
be scanned, and the On-demand
computer scan window will display
the progress bar as well as the current
statistics about scanned and infected
files found. If a threat is detected, ESET

Smart Security will quarantine the file
and display an alert in the Windows
notification area. You should be able
to continue using your computer as
normal while the scan takes place.
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Protection Status indication

ESET Smart Security’s current
protection status is indicated in the
following ways:

¢ [con in Windows notification area

* Adetailed report in the Protection
status window

In the event that any protection
module is disabled, the Protection
status window will display the name
of the disabled module, along with a
link allowing you to re-enable it.

The individual protection statuses are
indicated by the following 3 colors:

) blue (recommended) - Antivirus
protection is working properly and
your computer is protected against
malicious software as well as network
attacks. This status indicates that all
protection modules are enabled and
the virus signature database is up-to-
date.



(@) yellow — Real-time file system
protection is enabled, but the
maximum level of protection is not
ensured. The yellow icon is displayed
if any of the following events have
occurred:

* The Personal firewall is blocking all
network traffic

« Virus signature database update
failed (no Internet connection
detected, your license has expired, or
you have entered an invalid username
and/or password, etc.)

* Document protection, Email client
protection, or Web access protection
is disabled or malfunctioning

* Operating system is not up-to-date

(®) red —The Personal firewall or real-
time file system protection is disabled.
Since the proper functioning of these
modules is vital to your system’s
security, we recommend enabling the
inactive module immediately.

Resolving issues

ESET Customer Care representatives
are ready to assist you in resolving
potential problems. Before contacting
Customer Care, we strongly
recommend that you search for

a solution on the ESET website first.
This should help you resolve the
problem within a matter of minutes.

For answers to the most frequently
asked questions, various problem
solutions, directions and hints, see our
Knowledgebase, here:

http://kb.eset.com

To contact ESET Customer Care, please
complete the support request form
integrated into the program, or use
the web form which is available at the
following URL:

http://www.eset.com/support/
contact.php

Submitting Customer Care
request

Contact ESET Customer Care using the
supportrequest form integrated in
the program. In the Help and support
section, select Customer Care
support request (recommended)...


http://kb.eset.com
http://www.eset.com/support/contact.php
http://www.eset.com/support/contact.php
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A window with a form asking for
contact information, issue type, and
description will appear. Entering the
contact information correctly is crucial
for receiving a quick response.

In the Subject field, enter a concise
description of the issue or question.
Next, type in a detailed description
of the issue in the Question or issue
description field.

Click Next to proceed to the next step.
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Customer Care - Selection of data to submit [

Select the type of infomation chout your computer that will be sent o ESETS Customer
Care. For a quick and accurste response (o your query, we recommend that you enable
al options below. Any irfomiation submited will be treated in carfidence

Information to submit

[¥] Send ESET Smart Security program cenfiguration

end detailed information about the system and running processes (Sysinspector)
end registry data

end standard system information

Attachment
‘Submit a il (500 KB maimum)

[ Look at and confim before submiting

Select the type of information about your computer that will be sentta ESETS Customer
Care. Fora quick and accurcte respense to your query. we recommend that you enable
al options below. Any irformaiion submited wil be treated in cortidence.

Information to submit

Send ESET NOD32 Antivirus program corfiguration

‘Send detailed infomation about the system and runming processes (Sysinspector)
Send registry data

Send standard system information

Atachment
Submit 3 file (500 KB masamurm):

[ Lock at and corfimn before submitting
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In addition to theissue description, the
program also supports submission of
otherimportant information that can
help find the source of the problem. We
strongly recommend that you leave all
options selected.

To view the information submitted

in .xml format before submission,
select the Look at and confirm before
submitting option.

Besides submitting system information,
you can also attach any file thatis
relevant to the issue or question.

Click Next to proceed to the next step.

After you have filled in all necessary
information, submit the query to
Customer Care by clicking the Finish
button.



Customer Care - Finish (2. [

Your support request is ready for submission.

Please allow one (1) business day for an ESET Customer Care representative to
respond

<Back Finish

A Customer Care representative will
contact you as soon as possible.
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